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NIST NVD - Introduction 
 

1.1 About this report 

The National Vulnerability Database (NVD) of the US National Institute of Standards and 
Technology is a collection of Common Vulnerabilities and Exposures (CVEs) reported by 
security experts, researchers, and vendors. It is used by security teams all across the world 
to keep track of new security vulnerabilities as they emerge. 

CSCC Labs conducted an examination of the NVD in May 2022 to look at security and 
vulnerability patterns. Our paper focuses on vulnerabilities reported in 2021, but it also 
includes a discussion of CVE patterns that have arisen since 2010. 

 

1.2. Key findings   
• More security vulnerabilities were disclosed in 2021(20,157) than in any other year to 

date – at an average rate of 55 CVEs per day. 

• In the 2021 Mid-Year Report, the difference between 2020 and 2021 was only around 
400. In the second half of the year, that gap then increased by over 3,500. 

• One bright spot in the latest NIST data is the relatively low number with 4067 high-risk 
vulnerabilities in the year 2021 compared to 2020 that is 4,378.  

• For 2021, the number of medium and low-risk vulnerabilities reported -- 12,912 and 
3,178 respectively.  

• Of these, 90% can be exploited by attackers with limited technical skill, while 61% of 
CVEs require no user interaction such as clicking a link, downloading a file or sharing 
credentials. 

• All data was not negative. “No privilege” CVEs declined in 2021, coming in at 55%, 
down from 59% in 2020 and 66% in 2019.  

• Vulnerabilities with a high confidentiality rating — that is, likely to have an impact on 
confidential data — fell from 59% to 53% of CVEs over the last 12 months. 

 

 

 

 

 



 

2. Vulnerabilities over time 
CSCC Labs tracks CVEs logged by NIST since 2010, although different iterations of the 
NVD accounts for some variation when comparing like-for-like results over time. 

 

2.1. Number of CVEs since 2010 

 
Figure 1: Number of CVEs by year: 2010-2020 

By the End of December 2021, National Vulnerability Database (NVD), hit a record high 
number of vulnerabilities recorded in a single year for the fifth year in a row.  Now that 2021 
has ended, we can see the final tally of vulnerabilities recorded for 2021.  The year ended with 
a total of 20,157 vulnerabilities recorded, 9.3% over the prior year and the most ever recorded 
of any year since the database began. 

One of the year's biggest shocks was that the number of high-severity vulnerabilities didn't 
break previous year's record. The NVD documented 4,067 high severity vulnerabilities at the 
end of 2021, down from 4,381 in 2020. By the end of 2021, both medium and low severity 
vulnerabilities had reached new highs, with 12,912 medium severity vulnerabilities (up from 
11,204 the year before) and 3,178 low severity vulnerabilities (up from 2,766 the year before). 
The 9.3% growth in the previous year was likewise the most in the previous five years. 

 

 

CVSS Severity Distribution Over Time 



As alarming as the increase in new vulnerabilities may look, it is somewhat unsurprising, given 
the growing number of internet-connected gadgets, goods, and digital services in use 
throughout the world. The increase is also likely due to an increase in the number of CVE 
Numbering Authorities (CNAs) — there are currently more than 150 CVE Numbering 
Authorities (CNAs) globally with the authority to produce and publish CVEs. 

 

2.2. Trends of Top vulnerabilities 
Let’s look at the distribution of vulnerabilities over time, specifically the number of top 
vulnerabilities encountered from 2010 to 2021. The following charts indicate the existence and 
the trend of each vulnerability. Information is given on the most common vulnerabilities and 
which of them dominate among malicious traffic. 

SQL Injection, Cross site scripting (XSS), Cross site request forgery and Directory Traversal 
were consistently high throughout the years. 
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Things to be noted  

 

• Security vulnerabilities exist wherever security teams look for them, so these already 
high numbers will only ever go up. 

• Organizations can never afford to be complacent about the risks posed by CVEs of 
any type, even those that seem relatively insignificant. 
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• Underestimating what appear to be low risk vulnerabilities can leave organizations 
open to ‘chaining’ in which attackers move from one vulnerability to another to 
gradually gain access at increasingly critical stages. 

• One vulnerability could provide an attacker with a low privilege shell on a host. The 
attacker could then move to exploit another vulnerability to allow them to become root 
or perform lateral movement and achieve their real objectives, whether that’s installing 
ransomware or stealing data. 

 

3. Exploitability 
The NVD analyzes several metrics that indicate the possibility of exploitation of an CVE 
including: 

Attack complexity (low or high) – How complex is the CVE to exploit? Low complexity 
indicates that an attacker with low technical skills could exploit a vulnerability. 

 

3.1. Attack complexity 

 

Of the total CVEs nearly Two-Thirds of CVEs Are Low Complexity and 50% of vulnerabilities 
in 2021 were classified as critical or high severity, amounting to over 10,300 CVEs. However, 
perhaps more concerning is the fact that more than 60% of the total number disclosed in 2021 
were classed as “low complexity,” which means an attacker with low technical skills could 
exploit them. Low complexity vulnerabilities lend themselves to mass exploitation as the 
attacker does not need to consider any extenuating factors or issues with an attack path. This 
situation is worsened once exploit code reaches the public and lower skilled attackers can 
simply run scripts to compromise devices. 

 

Things to be noted  

• Complexity is definitely one of the most important aspects to consider when assessing 
the overall risk that vulnerabilities pose and the timeframes at which exploitation may 
begin in the wild. 

 



3.2. User interaction 

 

User interaction is a variable that notes whether a user’s interaction is required to successfully 
exploit a vulnerability. This value determines whether the vulnerability can be exploited solely 
by the attacker, or whether the user also must participate in some manner, that is interact with 
a link or open/download a malicious file.  

The user interaction has only one of two values:  True and False. 

 

 

3.3. Privileges required 

 



Privileges required is a variable used in the calculations of CVSS score, which refers to the 
privileges an attacker must have to successfully exploit a vulnerability. It has three values as 
mentioned below: 

None: The attacker requires no privileges to successfully execute the attack. 

User: The attacker requires privileges that provide basic user actions such as changing 
settings and files owned by the user. 

Root: The attacker requires high privileges such as administrative privileges that lets him 
change/modify system and other user files. 

 

3.4. Nightmares 
The CVEs = Attack Complexity [Low] + Privileges Required [None] + User 

Interaction [None] + Confidentiality [High] 

Vulnerabilities that are easiest to exploit are those that can be easily exploited through 
available exploits or craft an exploit easily and cause the most damage to an organization 
remotely can be termed as nightmares for the organization. 

 

4. Vulnerabilities by Types 
A vulnerability is a hole or a weakness in the application, which can be a design flaw or an 
implementation bug, that allows an attacker to cause harm to the stakeholders of an 
application. Stakeholders include the application owner, application users, and other entities 
that rely on the application. 

Examples of vulnerabilities 

• Lack of input validation on user input 

• Lack of sufficient logging mechanism 

• Fail-open error handling 

• Not closing the database connection properly 

Security vulnerabilities can be divided into numerous types based on different criteria—such 
as where the vulnerability exists, what caused it, or how it could be used. Some broad 
categories of these vulnerability types include: 

Network Vulnerabilities: These are issues with a network’s hardware or software that expose 
it to possible intrusion by an outside party. Examples include insecure Wi-Fi access points and 
poorly configured firewalls. 

Operating System Vulnerabilities: These are vulnerabilities within a particular operating 
system that hackers may exploit to gain access to an asset the OS is installed on—or to cause 
damage. Examples include default superuser accounts that may exist in some OS installs and 
hidden backdoor programs. 

Human Vulnerabilities: The weakest link in many cybersecurity architectures is the human 
element. User errors can easily expose sensitive data, create exploitable access points for 
attackers, or disrupt systems. 

Process Vulnerabilities: Some vulnerabilities can be created by specific process controls 
(or a lack thereof). One example would be the use of weak passwords (which may also fall 
under human vulnerabilities). 



 

4.1 Top Vulnerabilities by type 
In 2021, there was an increase in vulnerabilities affecting enterprise-class products that 
appeared to subside as several high-profile vulnerabilities targeting consumer-grade 
technology were disclosed allowing attackers remote access. 

Of the top vulnerabilities by type remote code execution occupies the 26.9 % of which log4j 
(CVE-2021-44228) is the worst nightmare followed by Windows Print- RCE (CVE-2021-
34527) and Microsoft Exchange Server - RCE (CVE-2021-27065) 

 

 

 

 

 

 

 

 

 

 

 

 

 



5. Vulnerabilities by severity 
Every CVE recoded by NIST is given a severity score ranging from 0 to 10, indicating 
its potential impact and the urgency with which it needs to be addressed. 

Low (0.1-3.9) 

Medium (4-6.9) 

High (7-10.0) 

5.1. High severity vulnerabilities 

 

Of the 20157 CVEs recorded by NIST in 2021, 4,067 were classified as high (20.17%%), 
12,912 as medium (60.48%) and 3,178 as low (15.78%) severity. By the end of 2021, the NVD 
recorded 4,067 high severity vulnerabilities, down from 4,378 recorded in 2020.  Both medium 
and low severity vulnerabilities set record highs, with 12,912 medium severity vulnerabilities 
(11,204 in the prior year) and 3,178 low severity vulnerabilities (2,769 in the prior year) 
recorded by the end of 2021.The 9.3% increase in the last year was also the biggest jump of 
the last five years. 

 
 
 

Year High Medium Low 

2019 24.9% 63.3% 11.7% 

2020 23.85% 61.05% 15.08% 

2021 20.17% 60.48% 15.78% 

Percentage of high, critical, medium and low severity CVEs by year: 2019-2021 

 

 



Things to be noted  

• The uptick in low and medium severity vulnerabilities may be of more significance, 
since organizations often ignore them in favor of fixing higher priority issues. Skilled 
attackers are aware of this situation and use it to their advantage. They are becoming 
experts in chaining together those forgotten low and medium level vulnerabilities to 
execute their attacks. 

6. Attack vector 
The NVD also logs the attack vector of CVEs, indicating the means by which an attacker could exploit a 
vulnerability. The NVD registers CVEs as: 

Network – Any vulnerability that can be exploited over a wide area network or from outside 
the network domain, as well as those that require attackers to be on the same intranet to 
exploit the vulnerable system. This describes the majority of CVEs. 

Local – The vulnerability is not bound to the network and an attacker must access the target 
system locally (e.g., keyboard, console), or remotely (e.g., SSH). Alternatively, the attacker 
may rely on interaction by another person to perform actions required to exploit the 
vulnerability (e.g., using social engineering techniques to trick a legitimate user into opening 
a malicious document). 

Physical – Any vulnerability which requires physical access to a device to exploit (e.g., an 
attack introduced by a USB device). 

Adjacent – Any vulnerability which requires physical proximity (e.g., Wi-Fi or Bluetooth) or 
local network access (e.g., recording strokes via Wi-Fi) to exploit. 

 

Percentage of CVEs in 2021 by attack vector 

 

Vulnerabilities across all attack vectors have increased since 2019, but these are not strictly 
linear trends. The number of vulnerabilities requiring physical or adjacent access to exploit 
them did increase significantly and consistently over this period. The number of these 
vulnerabilities recorded has risen from around 193 (physical) and 321 (adjacent) in 2019, to 
293 and 702 respectively in 2020. Thankfully, physical vulnerabilities usually present less of a 
risk than those that can be exploited across a network – although they can be exploited by 
malicious insiders. 



Meanwhile, CVEs with a network attack vector is rising from 2019 (13142) to 2021 (14356) 
which accounts for 78 % of all vulnerabilities  

Things to be noted  

• Researchers may also be setting their sights on other areas of security they find more 
interesting CVEs with adjacent attack vectors can be some of the most interesting 
vulnerabilities to research, since they involve exploiting devices via Wi-Fi or Bluetooth 
rather than over a network. 

• Smart devices designed for the mass market often contain a worrying number of 
vulnerabilities due to manufacturer oversight. Firmware within devices is often used by 
multiple vendors, meaning that any vulnerabilities in this software has the potential to 
result in lots of CVEs. 

 

7. Observations 
• Analysis of the NIST NVD offers a mixed outlook for security teams. Vulnerabilities are 

on the rise, including some of the most dangerous variants - such as those which are 
low complexity, require no privileges and no interaction. However, we’re seeing more 
positive signs, including a drop in the percentage of vulnerabilities which require no 
user privileges to exploit 

• The number of CVEs logged by NIST is rising every year, and this should serve as a 
reminder to organizations about the importance of keeping up with patch management. 
Critical and high priority vulnerabilities should be the focus in most instances, but it’s 
also important not to lose sight of some lower-level vulnerabilities that, once chained 
together, can also present a significant risk. 

• Defense in depth is also important. Not all vulnerabilities are known and patched, 
meaning that persistent attackers may eventually find a way to breach an 
organization’s defenses – the trick is having supplementary controls in place, such as 
continuous network monitoring, to mitigate risks. 

 

7.1 Recommendations: 

• At a minimum of every 6 months, we recommend conducting Red Team testing on 

critical external facing apps by a third party. 

• It is recommended to perform an Internal and External vulnerability assessments, at 

regular intervals and at every major change. 

• Continuous monitoring of networks and endpoints for signs of exploited 

vulnerabilities. 

• Formalizing and testing incident response protocols in order to respond to breaches 

swiftly and efficiently. 

• Implementation of Zero Trust at the system level to safeguard data. 

• Recommend examining outbound connections to see whether the system has been 

compromised. 


