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Introduction

T-Mobile is a subsidiary of German telecommunications company Deutsche Telekom
AG, provides wireless voice, messaging, and data services in the United States.

In August a major customer data breach occurred in T-Mobile. This breach is the third
major customer data leak that T-Mobile has disclosed in the past two years.

A 21-year old John Binns, an American who moved to Turkey a few years ago claims to
have attacked T-Mobile servers, in part, to gain attention. “Generating noise was one
goal”.

How actually the attack had happened?

A misconfigured GPRS gateway allowed an attacker to compromise an internal system.
Apparently the gateway was used for testing but left exposed on the public internet.
From there the attacker was easily able to pivot inside internal networks by brute
forcing and credential stuffing ssh servers.

Eventually the attacker made their way on to an oracle database server that stored the
customer data. Once inside the oracle server, the attacker was able to exfiltrate large
amounts of data until their access was eventually noticed by T-mobile and shut down.
In total over 106 gigabytes of customer data was accessed by the attacker.
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The attacker used that entry point to hack into the cell phone carrier’s data center
outside East Wenatchee, Wash., where stored credentials allowed him to access more
than 100 servers.

It took the attacker about a week to burrow into the servers that contained personal
data about the carrier’s tens of millions of former and current customer data files,
adding that the hack lifted troves of data around Aug.4.

On Aug. 13, the security research firm Unit221B LLC reported to T-Mobile that an
account was attempting to sell T-Mobile customer data, according to the security firm.
Two days later, T-Mobile publicly acknowledged it was investigating a potential breach.
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The breach involved the theft of personal information for more than 54 million people,
including social security numbers, names, phone numbers and addresses for some, but
not financial info. Device identifiers and PINs were obtained for certain accounts.

For the attacker, who uses the online names IRDev and v0rtex, among others, the
T-Mobile hack represents a major development in a track record that has featured
various exploits and—four years ago—peripheral involvement in the creation of a
massive network of hacked devices that was used for online attacks.

Misconfigurations
● Basic security controls were not in place.
● The gateway used for testing has access to internal resources.
● As there is no rate limit on the login page, the attacker entered into an oracle

database through brute force and executed over 106 gigabytes of user data free.

Mitigations
● Good password policy rate limits should always be put in place after a limited

amount of bad attempts, the attacker should have been locked out and
notifications to the security team should have gone off.

● Proper detection and response protocols should have been in place to notice the
large amount of data being transferred from a critical system.

● Implement the concept of segmentation and security policies.
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Steps taken by CSCC LABS to reduce the cost of data
breaches

Here are a few ways you can reduce the cost of data breaches at your organization by
using some of our services.

Assess your security risks

● CSCC LABS conducts a risk assessment by which we can find out what can harm
your organization, analyzes data breaches of the organization, its history so that
proper security measures regarding those breaches can be provided by triggering
alerts, notifications etc..,

Form an Incident Response Team

● Implementing an incident response team can reduce the average cost of data
breaches up to 41%.

● Even in cases where a breach is detected after information leaves the
organization’s control, we, the incident response team can still help by
eradicating the probability of further leaks, by providing essential information to
other teams to reduce the incident impact.

● To be able to respond to incidents quickly and efficiently, CSCC LABS have a
team consisting of specialists from various departments: IT, legal, security,
communications, customer service, executive management.

Deploy security threat detection tools

● Threat detection plays a crucial role in reducing the cost of data breach.
● If an attacker spends more time with your organization’s data, the more damage

has to be faced by the organization.
● To overcome the issue dedicated software has to be deployed. It monitors the

actions regularly, and triggers an alert if anything goes odd or risky.
● CSCC LABS provides EDR tools by which our team monitors your organization

24/7 and gives you the updates.
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SOC SERVICES

● SOC analysts ensure that possible security incidents are accurately identified,
analyzed, guarded against, investigated and made known.
➔ Implement and manage security tools
➔ Investigate suspicious activities, contain and prevent them
➔ Providing security services to the rest of the organization
➔ Audit and compliance support
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